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Aviation Systems
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• Data
- Flight sensors, pilot commands, weather information

• Objective
- Monitor flight, detect anomalous activity 



Healthcare

• Data
- Multiple records of vital signs: blood pressure, temperature, pulse
- Interventions: injections, pills, drop counter 

• Objective
- Monitor patient’s health



Activity Recognition

• Data
- Multiple wearable sensors: accelerometer,  gyroscope, barometer

• Objective
- Recognize activity: running, walking, standing



Discussion
• Data

• Dynamic
• Multivariate
• Heterogeneous
• Variable length
• Noisy
• Partially unobservable



Discussion
• Data

• Dynamic
• Multivariate
• Heterogeneous
• Variable length
• Noisy
• Partially unobservable

• Challenges
• Characterize interdependencies between multiple data streams

• Continuous, discrete data type 
• Design of detection algorithms

• Find patterns, trends, anomalies in unsupervised settings 



This Work
• Anomaly detection in aviation systems

• Model flights using Dynamic Bayesian Network (DBN) representation
• Detect anomalous activities

• Mechanical problems
• Weather causes
• Human factors



This Work
• Anomaly detection in aviation systems

• Model flights using Dynamic Bayesian Network (DBN) representation
• Detect anomalous activities

• Mechanical problems
• Weather causes
• Human factors

• Data
• NASA flight dataset

• 106 flights, 35 aircrafts, 300 parameters, sampled at 1Hz, duration 1-3 hours

• Multivariate, variable length, heterogeneous

• No labeling information available



Flight Data
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Related Work
• Linear regression [Srivastava, ’12]

• Detect abnormal fuel consumption in jet engines
• Supervised approach, requires labeled data

• Clustering [Budalakoti et al., ’09]
• Detect anomalies in pilot switches
• Restricted to discrete data

• Intent inference [Lee et al., ’14]
• Detect human-automation issues using pilot and sensor measurements
• Assumes noise-free data 

• Multiple kernel learning (MKAD) [Das et al., ’10]

• Detect anomalies in heterogeneous flight data
• Limited scalability due to kernel matrix updates



Related Work
• Linear regression [Srivastava, ’12]

• Detect abnormal fuel consumption in jet engines
• Supervised approach, requires labeled data

• Clustering [Budalakoti et al., ’09]
• Detect anomalies in pilot switches
• Restricted to discrete data

• Intent inference [Lee et al., ’14]
• Detect human-automation issues using pilot and sensor measurements
• Assumes noise-free data 

• Multiple kernel learning (MKAD) [Das et al., ’10]

• Detect anomalies in heterogeneous flight data
• Limited scalability due to kernel matrix updates

• Our approach
• Unsupervised, model-based, computationally efficient
• Works with multivariate heterogeneous time series data



Flight Data Modeling

Sensors
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Vector Autoregressive (VAR) Model



Flight Data Modeling
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Vector Autoregressive (VAR) Model

Issue: single VAR cannot represent whole flight



Flight Data Modeling

Sensors
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Vector Autoregressive (VAR) Model

Issue: single VAR cannot represent whole flight

Solution: use many VARs, determined by pilot 
commands 
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Pilot Commands
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Issue: may need too many VARs and
switches between VARs could be too frequent



Flight Data Modeling

Pilot Commands

Sensors

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
0

0.5
1

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
−5
0
5
10
15

0 200 400 600 800 1000

150
200
250

0 200 400 600 800 1000

0

0.2
0.4

0 200 400 600 800 1000
0

2000

4000

0 200 400 600 800 1000
0

5000

10000

!!!
!!!
!!!
!!!
!!!
!!!

"#
$%
&'
!

()
'!

(*
+!

,-
.!

!!/
*0
!

()
1'
%2

3!
+4
'.
#!

(4
$5
&6
2!

,-
7!
8.
.!

/%
3)
!9
-:

!

0 200 400 600 800 1000
1
2
3
4
5

Observe
d

Observed

!"

#$%&'(")*+,$"

#$%&'("-./00*1%1&"
0 200 400 600 800 1000
1
2
3
4
5

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
0

0.5
1

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
−5
0
5
10
15

0 200 400 600 800 1000

150
200
250

0 200 400 600 800 1000

0

0.2
0.4

0 200 400 600 800 1000
0

2000

4000

0 200 400 600 800 1000
0

5000

100000 200 400 600 800 1000
1
2
3
4
5

xt

ytyt�1

xt�1

dt�1 dt

mt�1 mt

!"#$%&'()&)' !"#$%&'*+(,"'

-,
./
+0
/'

1' 2' 1' 3' 4' 5' 3'

6"
&'

50.8

50.9

51

51.1

51.2

−0.8
−0.6

−0.4
−0.2

0

0

5000

10000

!"#$%&'7)088+.#.$'

'''''''''''''''''' 9)&'

1' 2

1

3'

5'

4

'''
'''
'''
'''
'''
'''

:%
0;
/&
'

6"
&'

6<
='

9+
>'

''!
<?
'

6"
8&
;(

,'
=#
&>
%'

6#
0@
/7
('

9+
.'
)>
>'

!;
,"
'A
+B

'

CD
/,
0E
,(
'

0 200 400 600 800 1000
1
2
3
4
5

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
0

0.5
1

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
−5
0
5
10
15

0 200 400 600 800 1000

150
200
250

0 200 400 600 800 1000

0

0.2
0.4

0 200 400 600 800 1000
0

2000

4000

0 200 400 600 800 1000
0

5000

100000 200 400 600 800 1000
1
2
3
4
5

xt

ytyt�1

xt�1

dt�1 dt

mt�1 mt

!"#$%&'()&)' !"#$%&'*+(,"'

-,
./
+0
/'

1' 2' 1' 3' 4' 5' 3'

6"
&'

50.8

50.9

51

51.1

51.2

−0.8
−0.6

−0.4
−0.2

0

0

5000

10000

!"#$%&'7)088+.#.$'

'''''''''''''''''' 9)&'

1' 2

1

3'

5'

4

'''
'''
'''
'''
'''
'''

:%
0;
/&
'

6"
&'

6<
='

9+
>'

''!
<?
'

6"
8&
;(

,'
=#
&>
%'

6#
0@
/7
('

9+
.'
)>
>'

!;
,"
'A
+B

'

CD
/,
0E
,(
'

xt xt+1 xt+2

yt yt+1 yt+2yt�1

xt�1

dt�1 dt dt+1 dt+2

mt�1 mt mt+1 mt+2

!"

#$%&'(")*+,$"

#$%&'("-./00*1%1&"
0 200 400 600 800 1000
1
2
3
4
5

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
0

0.5
1

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
−5
0
5
10
15

0 200 400 600 800 1000

150
200
250

0 200 400 600 800 1000

0

0.2
0.4

0 200 400 600 800 1000
0

2000

4000

0 200 400 600 800 1000
0

5000

100000 200 400 600 800 1000
1
2
3
4
5

xt

ytyt�1

xt�1

dt�1 dt

mt�1 mt

!"#$%&'()&)' !"#$%&'*+(,"'

-,
./
+0
/'

1' 2' 1' 3' 4' 5' 3'

6"
&'

50.8

50.9

51

51.1

51.2

−0.8
−0.6

−0.4
−0.2

0

0

5000

10000

!"#$%&'7)088+.#.$'

'''''''''''''''''' 9)&'

1' 2

1

3'

5'

4

'''
'''
'''
'''
'''
'''

:%
0;
/&
'

6"
&'

6<
='

9+
>'

''!
<?
'

6"
8&
;(

,'
=#
&>
%'

6#
0@
/7
('

9+
.'
)>
>'

!;
,"
'A
+B

'

CD
/,
0E
,(
'

0 200 400 600 800 1000
1
2
3
4
5

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
0

0.5
1

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
0

0.5

1

0 200 400 600 800 1000
−5
0
5
10
15

0 200 400 600 800 1000

150
200
250

0 200 400 600 800 1000

0

0.2
0.4

0 200 400 600 800 1000
0

2000

4000

0 200 400 600 800 1000
0

5000

100000 200 400 600 800 1000
1
2
3
4
5

xt

ytyt�1

xt�1

dt�1 dt

mt�1 mt

!"#$%&'()&)' !"#$%&'*+(,"'

-,
./
+0
/'

1' 2' 1' 3' 4' 5' 3'

6"
&'

50.8

50.9

51

51.1

51.2

−0.8
−0.6

−0.4
−0.2

0

0

5000

10000

!"#$%&'7)088+.#.$'

'''''''''''''''''' 9)&'

1' 2

1

3'

5'

4

'''
'''
'''
'''
'''
'''

:%
0;
/&
'

6"
&'

6<
='

9+
>'

''!
<?
'

6"
8&
;(

,'
=#
&>
%'

6#
0@
/7
('

9+
.'
)>
>'

!;
,"
'A
+B

'

CD
/,
0E
,(
'

xt xt+1 xt+2

yt yt+1 yt+2yt�1

xt�1

dt�1 dt dt+1 dt+2

mt�1 mt mt+1 mt+2

Autoregressive Model

Semi-Markov Model

Issue: may need too many VARs and
switches between VARs could be too frequent

Solution: use hidden states to compress many 
VARs into few
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Example: Flight Trajectory Partitioning
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Anomaly Detection Algorithm
• Objective

• Given dataset of unlabeled flights, detect anomalous flights

• Step 1
• Construct a single SMS-VAR model 

• Using all the flights ( mixture of normal and abnormal )
• Assumption: anomalous flights are rare
• Parameter learning is done using Expectation Maximization



Anomaly Detection Algorithm
• Objective

• Given dataset of unlabeled flights, detect anomalous flights

• Step 1
• Construct a single SMS-VAR model 

• Using all the flights ( mixture of normal and abnormal )
• Assumption: anomalous flights are rare
• Parameter learning is done using Expectation Maximization

• Step 2 
• Evaluate constructed model on all the flights

• Compute anomaly scores
• Declare anomalies when exceeding certain threshold



Anomaly Detector
• Standard way

• Compute likelihood of whole flight p(F ) = p(d̄1:T , m̄1:T , ȳ1:T )



Anomaly Detector
• Standard way

• Compute likelihood of whole flight

• Proposed
• Compute dissimilarities between phase distributions
• Main idea

• Compute one-step ahead prediction:

• Compute filtered (after data observation):

• Dissimilarity (KL-divergence):

• Anomaly score:  std of all       ’s 

p(F ) = p(d̄1:T , m̄1:T , ȳ1:T )
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Compared Algorithms
• SMS-VAR KL

• Model: SMS-VAR (discrete + continuous data) 
• Anomaly detector: std of phase dissimilarities based on KL divergence

• SMS-VAR LL
• Model: SMS-VAR (discrete + continuous data) 
• Anomaly detector: log-likelihood value

• VAR 
• Model: single VAR fitted to whole flight (continuous data only) 
• Anomaly detector: std of one-step-ahead prediction errors

• SMM
• Model: semi-Markov chain (discrete data only) 
• Anomaly detector: std of one-step-ahead prediction errors

• MKAD
• Multiple kernel learning approach (discrete + continuous data) 
• Anomaly detector: one-class SVM applied to computed kernel



• Detecting pilot switches anomalies

• SMM and SMS-VAR-KL have better performance

Experiments: Synthetic Data
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• Detecting phase anomalies

• SMS-VAR performs best (KL version is more accurate)
• SMM has lowest accuracy

Experiments: Synthetic Data
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• Detecting sensor anomalies

• SMS-VAR and MKAD perform well

• VAR and SMM perform poorly

Experiments: Synthetic Data
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• Effect of Anomaly Proportion on Accuracy

• High fraction of anomalies leads to low detection accuracy
• Abnormal flights start looking as normal when the fraction of anomalies is high

Experiments: Synthetic Data
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• Unlabeled data
• 20000 flights, no labeling information, landing part of flight
• Red circles represent Go-Around flights (total 61 of them)

Experiments: Aviation Data
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• Unlabeled data
• 20000 flights, no labeling information, landing part of flight
• Detected anomalous flights in the top-100 lists of each method

• SMS-VAR-KL and MKAD performed better than the simple VAR
• They detected many significant discrete- and continuous-type anomalies

Experiments: Aviation Data
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Figure 7: Anomaly scores of SMS-VAR KL, VAR and MKAD on unlabeled dataset consisting of 20000 flights.
Red circles in all plots denote all the 61 go-around flights present in the 20000 flights.

SMS-VAR KL VAR MKAD
go-around (19) go-around (3) go-around (17)

high speed in approach (5) fast approach (2) high pitch at touch down (1)
high rate of descent in approach (4) high speed in approach (5) high speed in approach (2)

bounced landing (2) high rate of descent in approach (4) low speed at touch down (1)
delayed braking at landing(2) bank cycling in approach(2) low path in approach (1)

late retraction of landing gear (4) high pitch at touch down (1) flaps retracted in approach (1)
deviation from glide-slope (2) unusual flight switch changes (15)

unusual flight switch changes (11)

Table 1: Anomalies discovered in the top 100 anomalous flights, ranked by each anomaly detection method in
the set of 20000 unlabeled flights. The distribution of anomaly scores for each method is shown in Figure 7.

spool up of engines (from 25% to 40% within few seconds).
This abnormal behavior usually causes a quick increase of
longitudinal acceleration leading to an abrupt forward mo-
tion of the aircraft. Similarly as before, we created a dataset
consisting of 10 anomalous and 100 normal flights and the
results are shown in Figure 6-c.

Interestingly, although the anomaly type was discrete, the
simple SMM approach, which looks only at discrete part of
data, did not perform well. Similarly, using only continu-
ous features, the VAR algorithm also did poorly. When the
information from both sources is combined, as was done in
SMS-VAR KL or MKAD, the detection accuracy increased.
Still, it can be seen that SMS-VAR KL performed better
than other methods by a margin, justifying our proposed
approach to track anomalies using the phase information.

6.2.2 Unlabeled Flights
Finally, we compared the algorithms’ performance on a

dataset containing 20000 unlabeled flights. We tested SMS-
VAR KL and compared its performance with MKAD and
VAR. Figure 7 shows the anomaly scores for the three ap-
proaches. For each method, we examined the top 100 flights
with the highest anomaly scores to determine the flights with
operationally significant events. In Table 1 we present a
summary of the discovered anomalies, examined and vali-
dated by the experts. Note that since there is no ground
truth available, the presented results are only qualitative.

As can be seen, among the top 100 flights, we found
that the most common type of anomaly were the go-around
flights, shown as red circles in Figure 7, as well as anomalies
related to unusual pilot switches. The number of go-arounds
detected by SMS-VAR and MKAD was similar, 19 and 17,
respectively. The VAR-based approach only identified 3 such
flights in its 100 top anomalous flight list. SMS-VAR and
MKAD algorithms have additionally identified many flights

with unusual changes in pilot switches, although these flights
did not overlap. In particular, the anomalies identified by
SMS-VAR are characterized by quick changes in the flight
parameters (few seconds), e.g., the switchings in auto throt-
tle system as in Figure 6-d or the flights when the localizer
switch was turned o� during approach resulting in large de-
viation from glide slope and these are di⇥cult to detect using
MKAD. The discrete anomalies identified by MKAD are of
longer duration. For example, it found several flights when
the flight director was switched o� for over 2 minutes dur-
ing the approach. It is an unusual behavior since, typically,
flight director is used throughout the approach to assist the
pilot with vertical and horizontal cues. Therefore, we can
conclude that although achieving better performance in de-
tecting certain types of anomalies, the proposed framework
can be positioned as complementary to the existing state-of-
the-art approaches, enabling the discoveries of more diverse
spectrum of operationally significant events.

7. CONCLUSION
In this work we presented a novel framework for identify-

ing operationally significant anomalies in the aviation sys-
tems based on representing each flight as SMS-VAR model.
The anomaly detection is performed using a proposed ap-
proach comparing the phase distribution predicted by the
model and the one suggested by the data. Extensive exper-
imental tests have shown that the proposed approach has
high detection accuracy of various aviation safety events.
Moreover, the comparison to several algorithms showed that
the proposed approach outperforms many baseline methods,
it also achieves similar or better detection accuracy than
MKAD, identifying itself as complimentary to current state-
of-the-art methods. Going forward, we plan to extend our
anomaly detection approach to include the ability to model
long-duration anomaly events.



• Unlabeled data
• 20000 flights, no labeling information, landing part of flight
• Detected anomalous flights in the top-100 lists of each method

• SMS-VAR-KL and MKAD performed better than the simple VAR
• They detected many significant discrete- and continuous-type anomalies

Experiments: Aviation Data
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Figure 7: Anomaly scores of SMS-VAR KL, VAR and MKAD on unlabeled dataset consisting of 20000 flights.
Red circles in all plots denote all the 61 go-around flights present in the 20000 flights.

SMS-VAR KL VAR MKAD
go-around (19) go-around (3) go-around (17)

high speed in approach (5) fast approach (2) high pitch at touch down (1)
high rate of descent in approach (4) high speed in approach (5) high speed in approach (2)

bounced landing (2) high rate of descent in approach (4) low speed at touch down (1)
delayed braking at landing(2) bank cycling in approach(2) low path in approach (1)

late retraction of landing gear (4) high pitch at touch down (1) flaps retracted in approach (1)
deviation from glide-slope (2) unusual flight switch changes (15)

unusual flight switch changes (11)

Table 1: Anomalies discovered in the top 100 anomalous flights, ranked by each anomaly detection method in
the set of 20000 unlabeled flights. The distribution of anomaly scores for each method is shown in Figure 7.

spool up of engines (from 25% to 40% within few seconds).
This abnormal behavior usually causes a quick increase of
longitudinal acceleration leading to an abrupt forward mo-
tion of the aircraft. Similarly as before, we created a dataset
consisting of 10 anomalous and 100 normal flights and the
results are shown in Figure 6-c.

Interestingly, although the anomaly type was discrete, the
simple SMM approach, which looks only at discrete part of
data, did not perform well. Similarly, using only continu-
ous features, the VAR algorithm also did poorly. When the
information from both sources is combined, as was done in
SMS-VAR KL or MKAD, the detection accuracy increased.
Still, it can be seen that SMS-VAR KL performed better
than other methods by a margin, justifying our proposed
approach to track anomalies using the phase information.

6.2.2 Unlabeled Flights
Finally, we compared the algorithms’ performance on a

dataset containing 20000 unlabeled flights. We tested SMS-
VAR KL and compared its performance with MKAD and
VAR. Figure 7 shows the anomaly scores for the three ap-
proaches. For each method, we examined the top 100 flights
with the highest anomaly scores to determine the flights with
operationally significant events. In Table 1 we present a
summary of the discovered anomalies, examined and vali-
dated by the experts. Note that since there is no ground
truth available, the presented results are only qualitative.

As can be seen, among the top 100 flights, we found
that the most common type of anomaly were the go-around
flights, shown as red circles in Figure 7, as well as anomalies
related to unusual pilot switches. The number of go-arounds
detected by SMS-VAR and MKAD was similar, 19 and 17,
respectively. The VAR-based approach only identified 3 such
flights in its 100 top anomalous flight list. SMS-VAR and
MKAD algorithms have additionally identified many flights

with unusual changes in pilot switches, although these flights
did not overlap. In particular, the anomalies identified by
SMS-VAR are characterized by quick changes in the flight
parameters (few seconds), e.g., the switchings in auto throt-
tle system as in Figure 6-d or the flights when the localizer
switch was turned o� during approach resulting in large de-
viation from glide slope and these are di⇥cult to detect using
MKAD. The discrete anomalies identified by MKAD are of
longer duration. For example, it found several flights when
the flight director was switched o� for over 2 minutes dur-
ing the approach. It is an unusual behavior since, typically,
flight director is used throughout the approach to assist the
pilot with vertical and horizontal cues. Therefore, we can
conclude that although achieving better performance in de-
tecting certain types of anomalies, the proposed framework
can be positioned as complementary to the existing state-of-
the-art approaches, enabling the discoveries of more diverse
spectrum of operationally significant events.

7. CONCLUSION
In this work we presented a novel framework for identify-

ing operationally significant anomalies in the aviation sys-
tems based on representing each flight as SMS-VAR model.
The anomaly detection is performed using a proposed ap-
proach comparing the phase distribution predicted by the
model and the one suggested by the data. Extensive exper-
imental tests have shown that the proposed approach has
high detection accuracy of various aviation safety events.
Moreover, the comparison to several algorithms showed that
the proposed approach outperforms many baseline methods,
it also achieves similar or better detection accuracy than
MKAD, identifying itself as complimentary to current state-
of-the-art methods. Going forward, we plan to extend our
anomaly detection approach to include the ability to model
long-duration anomaly events.


